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Abstract. We propose several functional encryption schemes for set
intersection and variants on two or multiple sets. In these schemes,
a party may learn the set intersection from the sets of two or more
clients, without having to learn the plaintext set of each individual
client. For the case of two clients, we construct efficient schemes for
determining the set intersection and the cardinality of the intersection.
To evaluate the cardinality of the intersection, no overhead is incurred
when compared to operating on plaintext data. We also present other
functionalities with a scheme for set intersection with data transfer
and a threshold scheme that only discloses the intersection if both
clients have at least t elements in common. Finally, we consider set
intersection and set intersection cardinality schemes for the case of
three or more clients from a theoretical perspective. Our proof-of-
concept implementations show that the two-client constructions are
efficient and scale linearly in the set sizes.

Keywords: multi-client functional encryption - non-interactive - set
intersection

1 Introduction

In a functional encryption (FE) scheme, decryption keys are associated with a
functionality f and the decryption of an encrypted message m returns the function
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2 Two-Client and Multi-client Functional Encryption for Set Intersection

applied to the message, f(m), instead of the original message m. This concept
can be extended to functions with more than one input, resulting in a multi-input
functional encryption (MI-FE) scheme. Correspondingly, the decryption algorithm
of an MI-FE scheme requires a decryption key, associated with an n-ary function f,
and n encrypted values 1, ..., x, to output f(x1,...,2,).

A strict subset of these MI-FE schemes are termed multi-client functional
encryption (MC-FE) schemes [GGG™14]. In such an MC-FE scheme, the inputs
for the n-ary function f are given by n distinct parties, termed clients. Each
client encrypts their input using their own encryption key and a time-step or
session identifier. This identifier is used to determine which ciphertexts from the
various clients belong together. To evaluate a function f using the corresponding
decryption key, all inputted ciphertexts need to be associated with the same
identifier or otherwise decryption will fail.

In this work, we explore the set intersection functionality and several variants.
Inspired by the popularity of private set intersection (PSI) protocols [PSZ14],
we define a scheme for determining the set intersection of two clients’ sets in a
non-interactive manner. Additionally, we propose several other non-interactive
variants of interactive PSI protocols that were previously proposed in literature.
We construct a two-client functional encryption (2C-FE) scheme for determining
the cardinality of the intersection (i.e., |Sq N Sy, where S, is the set belonging
to client ), similar to PSI cardinality [KS05]. We also consider a non-interactive
2C-FE version of the less common PSI with data transfer [DT10; |JL10], where the
common set elements are shared with associated data (i.e., { (z;, pa(x;), gp(x;)) |
xj € Sq NSy}, where . (x;) is the data associated with x; by client +). Finally,
we construct a threshold scheme where the set intersection is only revealed if two
clients have at least ¢ set elements in common.

Following our 2C-FE schemes, we also explore the much harder multi-client
case where we propose MC-FE schemes for determining the (cardinality of the) set
intersection of more than two sets. While 2C-FE schemes could also be used to
determine the intersection of multiple sets, doing so would leak information about
the intersection of each pair of sets. To prevent this undesirable leakage and
achieve secure MC-FE for set intersection, we require more involved constructions.

An overview of constructions for MC-FE for set intersection presented in this
work is given in Table

Although the functionalities for our MC-FE schemes are inspired by various
PSI protocols, the usage scenario differs in a crucial way: We apply our MC-FE
schemes in a scenario where a third party, termed the evaluator, learns the
function outcome. In Section [5.1] we explain why non-interactive 2C-FE cannot
be secure if one of the clients also serves as the evaluator. We highlight the
difference between PSI and our MC-FE for set intersection in Figure

Using the functionalities provided by our constructions, it is possible to achieve
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Table 1: Overview of the presented MC-FE schemes for set operations.

functionality two-client  multi-client

§§[7 ‘ h

open problem
open problem

set intersection

set intersection cardinality

set intersection with data transfer
threshold set intersection

f(S1,...,8n)

exchange of messages
Py

to compute f(S1,82) Encrypt usk;, ID ,Si)

Si
f(S1,82) 51732

(a) A typical scenario of private set in-  (b) Our scenario of MC-FE for set inter-
tersection (Ps1). Both parties learn the section. The evaluator learns the func-
output of the function evaluation, but not tion evaluation and nothing else about
each other’s inputs. the clients’ inputs.

Figure 1: Fundamental difference between a private set intersection (PSI) protocol
and our multi-client functional encryption (MC-FE) schemes for set intersection.

privacy-preserving profiling. For example, consider a case where the police is
looking for suspects which were both present at a concert and recently received a
large sum of money on their bank account. Using a 2C-FE scheme for determining
the set intersection, the police will only learn about the suspects matching the two
profiles, while learning nothing about the other visitors of the concert or other
people that received an unusual amount of money. Another use case is privacy-
preserving data mining, such as the computation of various set similarity scores.
For example, by determining the cardinality of a set intersection we can compute
the Jaccard index (i.e., |$1 ﬁSQ|/\81 U82| = |81 052|/(‘81| + ‘82| — |81 ﬁSQD),
without requiring the evaluator to learn the clients’ sets themselves.

To asses the practicability of our constructions, we implemented several of our
proposed schemes. Our 2C-FE constructions are quite efficient: Determining the
cardinality of the set intersection of two encrypted sets is as fast as any plaintext
solution and determining the set intersection of sets of 100 thousand elements in
size can be done in just under a second.
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2 Preliminaries

A t-0UT-OF-n Shamir’s secret sharing scheme (SsSs) uses a t-degree polynomial f
over a finite field F),. To share the secret s, pick a random polynomial with f(0) =
s and pick shares (i, f (2)) for distinct values i. To recover the secret from a
set of at least t distinct shares {(z, f (z))}Z cs Lagrange interpolation is used,
f(0) = Zies f(i) - As,where As ; = Hjes,j;éi (j (1 - i)fl)-

A Bloom filter is a data structure that can be used for efficient set membership
testing. An (m, k) Bloom filter consists of a bit string bs of length m (indexed
using bs[¢] for 1 < ¢ < m) and is associated with k independent hash functions,
hi:{0,1}* — {1,...,m} for 1 <i < k. The Bloom filter is initialized with the
bit string of all zeros. To add an element z to the Bloom filter, we hash the
element for each of the k& hash functions to obtain h;(x) and set the h;(z)th
position in the bit string bs to 1, i.e., bs[h;(z)] = 1 for 1 < i < k. To test the
membership of an element z*, we simply check if h;(z*) =1 for 1 <i < k.

Note that Bloom filters have no false negatives for membership testing, but
may have false positives. Furthermore, we point out that the hash functions h;
do not necessary need to be cryptographic hash functions.

3 Related Work

While the term MC-FE |[GGG™14] only recently gained traction, a couple of MC-FE
schemes have already been proposed several years ago. For example, for the
functionality of summing inputs from distinct clients, Shi et al. [SCR™11] proposed
a construction. Around the same time, Lewko and Waters [LW11| proposed a
multi-authority attribute-based encryption scheme. Their construction can also
be seen as MC-FE since the evaluated function only outputs a plaintext if the
user has the right inputs (¢.e., attributes) to the function (i.e., policy). More
recently, MC-FE constructions for computing vector equality [KPET17] and inner
products [CDGT18; /ABK ™ 19] have been proposed. However, no MC-FE schemes
for functionalities related to set operations have been proposed.

Despite being interactive by definition, PSI protocols are functionality-wise
the closest related to our constructions. While the concept of PsI dates from the
mid-80s [Mea86], renewed interest in PSI protocols started in the beginning of
the new millennium [FNP04; |[KS05]. A comprehensive overview of various PsI
constructions and techniques is given by Pinkas, Schneider, and Zohner |[PSZ14).
While most PSI constructions achieve their functionality through techniques
different from ours, Bloom filters have been used by interactive PSI protocols
before [Ker12b; [DCW13].

The type of PsI protocols that are most related to our MC-FE schemes are
termed outsourced PsT |[Kerl2a} [Ker12bi [KMR™14; [LNZT14; |ZX15; [ATD15;
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ATD16]. In outsourced PsI, a client may upload its encrypted set to a service
provider, which will then engage in a PSI protocol on the client’s behalf. Hence,
in outsourced PSI the other client still learns the outcome of the evaluated set
intersection, while in our definition of MC-FE for set intersection we require a
dedicated evaluator to learn this outcome. This difference is typified by the
difference in homomorphic encryption and FE: While both techniques allow us
to compute over encrypted data, with homomorphic encryption we learn the
encrypted output of the computation while with FE we learn the plaintext result.
The two-client set intersection protocol by Kerschbaum [Kerl2a] is a notable
exception to regular outsourced PSI: In that construction the service provider also
learns the outcome of the set intersection. However, besides their limited scope
of considering only two-client set intersection, they consider a weaker security
notion. Their construction is only collusion resistant if the two clients collude
against the evaluator, not if the evaluator colludes with one client against the
other client (something we show impossible in Section . As a consequence,
their construction cannot be extended to a secure scheme in the multi-client case.
Moreover, their proposed construction is malleable and thus does not provide
any form of integrity.

4 Multi-client Functional Encryption for Set Operations

An Mc-FE [GGG™14] scheme for a specific set operation consists of n parties,
termed clients. Each of these clients encrypts their own set. Another party,
which we term evaluator, having a decryption key and receiving these encrypted
sets, can evaluate an n-ary set operation f over the clients’ inputs.

To run the same functionality f multiple times without the possibility for the
evaluator to mix old clients’ inputs with newly received inputs, MC-FE schemes
associate an identifier ID with every ciphertext. An evaluator is only able to
evaluate the function if all ciphertexts use the same identifier ID.

The MC-FE schemes we propose support only a single functionality f (e.g.,
set intersection). Therefore, our schemes do not need to define a key generation
algorithm to create a decryption key for each of the functionalities. Instead, we
can suffice with the creation of a decryption key for the single functionality in
Setup. This type of FE schemes is commonly referred to as single key [KLM™18§].
However, to avoid confusion in our multi-client case—where we still have a key
for each client—we refer to this setting as single evaluation key MC-FE.

Definition 1 (Multi-client Functional Encryption for Set Operations). A single
evaluation key MC-FE scheme for set operation f, consists of the following three
polynomial time algorithms.

Setup(1*,n) — (pp, esk, usky, ..., usk,). On input of the security parameter A
and the number of clients, the algorithm outputs the public parameters pp,
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the evaluator’s evaluation key esk, and the clients’ secret keys usk; for each
client 1 < ¢ < n. The public parameters are implicitly used in the other
algorithms.

Encrypt(usk;, ID,S;) — ctip ;. For a client i to encrypt a set S; for identifier ID,
the client uses its secret key usk; and outputs the ciphertext ctp .

Eval(esk, ctip1,...,¢tipn) = f(S1,-..,50). An evaluator having the evaluation
key esk and a ciphertext for identifier ID from every client, outputs the function
evaluation f(Si,...,8Sn).

4.1 Schemes Without an Evaluator Key

While having schemes with an evaluation secret key might be desirable in some
cases, in other cases it is desirable that anyone may learn the outcome of the
function, e.g., similar to property-revealing encryption [PR12;[BLR™15]. However,
observe that we can always adapt an MC-FE scheme without an evaluation key
to the above defined single evaluation key MC-FE by using public key encryption.
Indeed, instead of sending the ciphertexts resulting from the MC-FE scheme
directly to the evaluator, we simply require the clients to encrypt these ciphertexts
again, but now using the public key of the evaluator. This ensures that only the
evaluator with the corresponding private key (used as an evaluation key) can
evaluate the functionality f. An alternative solution is to require the clients to
send their ciphertexts over a secure channel to the evaluator. This way, no other
party has access to the ciphertexts.

We conclude that, since schemes without an evaluation key can be turned
into a single evaluation key MC-FE scheme, MC-FE schemes without an evaluation
key are at least as powerful as single evaluation key MC-FE. For this reason,
we construct only MC-FE schemes without an evaluation key and stress that our
resulting schemes can thus be used both with and without an evaluation key.

5 Security

We use the indistinguishability-based security notion from Goldwasser et al.
|GGGT14l §3.2] for MC-FE. In this notion, the adversary’s goal is to decide which
of the two, by the adversary chosen, plaintexts is encrypted. The notion allows
the adversary to adaptively query for the encryption of plaintext, while it can
locally evaluate the received ciphertext using Eval(cty, ..., ct,). Additionally, the
adversary is allowed to statically corrupt the clients by announcing the corrupted
clients before it receives the public parameters.

The adversary can thus be seen as a malicious evaluator that tries to learn
information about the ciphertexts, other than what it should be allowed according
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to the functionality of the scheme. In its attempts, the malicious evaluator may
collude with the clients in an effort to learn more about other clients’ ciphertexts.

Let f be the supported function of the MC-FE scheme for n clients. This
function has n inputs, one for every client. For a subset I C {1,...,n}, we use
the notation f({z;}icr,) to denote the function that has its inputs x;, for i € I,
hardwired in the function.

Definition 2 (Adaptive IND-security of MC-FE |[GGG™14]). An MC-FE scheme
without an evaluation key is secure if any probabilistic polynomial time (p.p.t.)
adversary A has at most a negligible advantage in winning the following game.

Corruptions The adversary sends a set of uncorrupted and corrupted clients to
the challenger, I and I, respectively.

Setup The challenger B picks a bit b <& {0, 1}, and sends the public parameters pp
along with the user keys of the corrupted clients {usk;},.; to the adversary A.

Query 1 The adversary may query the challenger for the encryption of sets S;
for uncorrupted clients ¢ € I associated with an ID that has not been used
before. For each uncorrupted client ¢ € I, the challenger returns the encrypted
set ctp; <— Encrypt(usk,, D, S;).

Challenge The adversary sends two equally sized sets S, S/, [S} ol = [S/4],
for every uncorrupted client i € I together with an ID* that has not been
used before. The challenger checks if the challenge is allowed by checking
if f({S;o}ier,) = f({S]1}ier, ). If this is not the case the challenger aborts the
game. Otherwise, it returns the encrypted sets Encrypt(usk;, ID*, Si*,b) for every
uncorrupted client ¢ € I.

Query 2 Identical to Query 1.

Guess The adversary outputs its guess b’ for the challenger’s bit b.

Note that by definition, the ciphertext does not need to hide the set size.
This is similar to the semantic security notion where the ciphertext does not
need to hide the plaintext size. If this is undesirable, fixed-sized sets can easily
be obtained by adding dummy elements to each set.

5.1 Corruptions in Two-Client Functional Encryption

We observe that any single evaluation key 2C-FE scheme can never be secure
against corruptions for non-trivial functionalities. To see why this is the case,
consider a 2C-FE scheme for the functionality f(x,y). Assume, without loss of
generality, that the adversary corrupts the client which determines the input y. By
definition of the game for adaptive IND-security of MC-FE, the adversary submits
two values ¢ and x; to the challenger. For the challenge inputs to be allowed, it is
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required that f(zo,-) = f(z1,-), i-e., we require fz,(y) = fz, (y) for all possible y.
So, unless f is a constant function in y, we have to require that xy = z, for
which it is trivial to see that the challenge will be indistinguishable.

Generalizing the result, we see that in an MC-FE scheme for n clients, at least
two clients need to remain uncorrupted. Phrased differently, this means that for
MC-FE with n clients, we can allow for at most n — 2 corruptions.

6 Two-Client Constructions for Set Intersections

We propose several 20-FE schemes for various set operations: computing the
cardinality of the set intersection, computing the set intersection itself, computing
the set intersection with data transfer or projection, and computing the set
intersection only if a threshold is reached. We discuss constructions supporting
more than two clients in Section

6.1 Two-Client Set Intersection Cardinality

To compute the cardinality of a set intersection from two clients, we can suffice
with a simple scheme using a pseudorandom function (PRF) (e.g., see [Smalt,
§ 11.2]). The two clients encrypt each set element individually using a PRF under
the same key. Since a PRF has a deterministic output, the evaluator can now use
any algorithm for determining the cardinality of the intersection, even algorithms
that only operate on plaintext data (e.g., see [DK11| for an overview).

Setup(1*) — (pp,usky,usks). Let ® = {¢.} be a PRF ensemble for func-
tions ¢,.: ID x {0,1}* — {0,1}=*. Pick a PRF ¢msk. The public parameters
are pp = (®) and the clients’ keys usk; = usks = (Pmsk)-

Encrypt(usk;, ID,S;) — ctip;. For a client ¢ to encrypt its set S; for an identi-
fier ID € ID, the client computes the PRF for each set element z; € S;. It outputs
the set Ctip,; = {(bmsk(IDaxj) | Tj € S; }

Eval(ctp, 1, ctip,2) — |S1 N Sz|. To evaluate the cardinality of the set intersection,
Output |Ct|D’1 N Ct|D’2|.

We can use a block cipher, keyed-hash function, hash-based message authen-
tication code, or a similar function as the PRF.

Theorem 1. The two-client set intersection cardinality scheme defined above
is secure under the assumption that the PRF is indistinguishable from a random
function.

Proof. This directly follows from the security of the PRF. Note that the evaluator
only learns whether two set elements z;, ; € S; and x3 ;v € Sy equal or not.
Nothing else is revealed about the set elements x; ; and x3 ;. O
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6.2 Two-Client Set Intersection

In case of two-client set intersection, we need not only to determine whether two
encrypted set elements are the same, but also learn the plaintext set element if
they are the same. We achieve this by adapting our construction for two-client set
intersection cardinality with a combination of convergent encryption [DABT02]
(¢f. message-locked encryption [BKR13|) and secret sharing: We encrypt the
set element under a key derived from the message itself and secret share the
encryption key. If both clients encrypted the same message, the decryption key
can be recovered from the secret shares and the ciphertext can be decrypted.
To encrypt the set element itself, we use an authenticated encryption (AE)
scheme [BNOO].

Setup(1?) — (pp, usky,usks). Let (g) = G be a group of prime order p and
let ® = {¢,} be a PRF ensemble for functions ¢,,: ZD x {0,1}* — G and AE an
AE scheme. Define a mapping from the group to the key space of the AE scheme,
H: G — K,p. Pick a PRF ¢mek and pick o1 <+ Z,, to set 02 = 1—01 (mod p). The
public parameters are pp = (G, ®, H, AE) and the clients’ keys usk; = (¢msk, 1)
and usks = (Pmsk, 02)-

Encrypt(usk;, ID,S;) — ctip;. For a client ¢ to encrypt its set S; for an identi-
fier ID € ZD, the client computes the PRF for each set element x; € S;. It outputs

the set of tuples {(ctip,i,j,1,Ctn,i,5,2) 1<j<|si|»

Ctip,; = { (kjlgfj,AE.EnCH(k‘D.’j)(QJj)) | kID,j = ¢msk(|D7$j)7l'j eS; } .

Eval(ct,D,l,ct|D72) — 81 NS,. For all Ctip,1,5,2 = Ctip,2,k,2 (and hence x = Ty, =
xa.), determine

kip.e = ctip,1,5,1 - Ctip,2,k,1
= ¢msk(|D7 x)al : ¢msk(|Dvx)02 = ¢msk(|D7x)Ul+(72 = ¢msk(|D>I)7

to decrypt ctp; j,2 using AE.Decy(, ,)(Ctip,i,j,2) for i = 1 or, equivalently, i = 2.

Theorem 2. The two-client set intersection scheme defined above is secure under
the decisional Diffie-Hellman (DDH) assumption, a secure PRF, and a secure AE
scheme.

Proof. We construct an algorithm that is able to break the DDH problem if a
p.p.t. adversary A has a non-negligible advantage in winning the game.

Setup The challenger B receives the DDH tuple (g, g%, g°, T') from the group G
of prime order p. It defines a PRF ensemble ® = {¢,.} and mapping H: G — K,
according to the scheme. The public parameters pp = (G, ®, H, AE) are sent to
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the adversary. The challenger indirectly sets 01 = a and 09 = 1 —a, i.e., g7* = g
and g7 =g - (¢°)~".

Query Upon receiving an allowed encryption query for (4,1D,S), the challenger
encrypts the elements of the set S as follows. It models the PRF as follows: On
input (ID,z;), output ¢g"®", where, if the input has not been queried before,
7D,z <% Zy. The challenger encrypts an element z; € S as

where k = H(g"").

((g)"™=3, AE.Ency(;)) ifi=1
Ct|D i, — a\—1\TD, s
((g-(g*)~1)"™=i, AE.Ency(z;)) if i =2,

It outputs the encrypted set ctp; to the adversary.

Challenge An allowed challenge request from the adversary for the sets 57 ¢, S7 1,
850, and &3 ; with identifier ID*, is answered by the challenger by sending the
encrypted sets Sip and S, back to the adversary. An element z; & (S1 N Sap)
is encrypted as

(TT'D**“”J' , AE.Enck(a;j)) ifi=1; AT o
i = here k = H ((g")™=).
Ctio,i.g {((gb ST AR Encg () if i =2, where ((g77)

Note that this indirectly sets the output of the PRF to gbr'“* i forz; & (S1,pNSap).
The elements z; € (S1,, N S2) are encrypted as in the query phase.

If the adversary A outputs a correct guess b’ = b, the challenger outputs the
guess that T = ¢, otherwise, it outputs its guess T € G. O

6.3 Two-Client Set Intersection with Data Transfer or Projection

The two-client set intersection scheme described above can be extended into
a two-client set intersection scheme with data transfer (analogous to PSI with
data transfer [DT10; |JL10]). Instead of only encrypting the set element x; itself,
Ctip,i,j,2 = AE.Enc(x;), we can also choose to encrypt both the element itself
and the data associated to the set element p(x;). The security of the scheme is
the same as before since we rely on the security of the AE scheme.

Moreover, the proposed scheme also allows for a two-client set intersection
projection scheme (analogous to PSI with projection [CFS™17]). We construct such
a scheme by encrypting only the associated data p(z;), ctip,; ;2 = AE.Encg(p(z5)),
not the set element x; itself. Security follows from the fact that the AE decryption
key k = H(¢msk(ID, x;)) does not reveal any information about the set element z;,
assuming the security of the used PRF. However, the evaluator does learn that
the projections of both clients correspond to the same set element.



Van de Kamp et al. 11

6.4 Two-Client Threshold Set Intersection

To allow the evaluator to learn the cardinality of the intersection, but only the
set elements in the intersection if the clients have at least ¢ set elements in
common, we propose a two-client threshold set intersection scheme. We achieve
this by encrypting the share of the decryption key for the AE ciphertext klgfj
using another encryption key. This newly added encryption key can only be
obtained by the evaluator if the clients have at least ¢t set elements in common.

Although the construction is based on the previous scheme, the precise

construction is quite technical. We therefore state the complete scheme below.

Setup(1*,t) — (pp, usky, uskz). Let AE an AE scheme and (g) = G be a group
and F, be a field, both of prime order p. Let ® = {¢.} and ¥ = {9} be
PRF ensembles for functions ¢, : ZD x {0,1}* — G and 9,.: ZD x {0,1}* — F),
respectively. Define a mapping from the group to the key space of the AE scheme,
H:G — K.s. Pick three PRFs ¢ € ®, ¢1,92 € U and o1 <~ Zyp, p1 <= Zp_1,
setting oo =1 — 07 (mod p) and ps =1 — p; (mod p —1).

The public parameters are pp = (G, ®, ¥, H, AE, t) and the clients’ keys usk; =
((Z)v wla o, 01, pl) and usky = (¢7 ¢17 ’(/)27 02, pQ)

Encrypt(usk;, ID,S;) — ctip;. For a client ¢ to encrypt its set S; for an identi-
fier ID € D, the client computes the PRF for each set element x; € S;. It defines
the (¢t — 1)th degree polynomial fip by setting the coefficients ¢; = 12(ID, %), for
0 < i < t, to obtain the polynomial fp(z) = ¢;_12'7t + -+ c12 + ¢p.

The client outputs the set

Ctp,; = { (klo,j,27f(kID,j,2)m7AE-EnCH(CO)(k|gjj,1)>AE-EnCH(k‘D_,j,l)(xj))
| kioj1 = ¢(ID,z;), kip jo =11(ID,zj),z; € S; }.

Eval(ctlD,l,ctng) — (‘81 082|, { T | Tj € S1NS,, |$1 082| > t}). The evaluation
algorithm consists of two stages; the second stage is only executed if |S; NSa| > t.

1. To determine the cardinality of the set intersection |S; N Ss|, the evaluator
counts the number of times a value kip j2 occurs both in ctjp; and ctyp 2.

2. If |81 N Sa| > t, the evaluator uses Lagrange interpolation to compute the
value ¢o = f(0). It can do so by taking ¢ distinct tuples (kip 2, f(kin,j2)),
where f(kipj2) = f(kipj2)" - f(kip,j2)?>. Now, when the secret cg
has been recovered from the shares, the evaluator can use it to decrypt
the values AE.Encp(c,)(kiy ;1) So, the evaluator obtains k' ;, for ev-
ery set element in z; € S; if |S; NSy > t. Observe that for the ele-

ments in the intersection, the evaluator has both k', ; and k7, ,, and
can compute kip j1 = kf;l’j’I . ﬁf’j’l. Finally, using H(kip,j1), it can de-

crypt AE.Encp(k, , ,)(7;) to obtain x; € 81 N Sa.



12 Two-Client and Multi-client Functional Encryption for Set Intersection

Since the construction above builds upon the set intersection scheme, which
can be modified into a set intersection with data transfer scheme or a set
intersection with projection scheme, we similarly obtain both threshold set
intersection with data transfer and projection.

Theorem 3. The two-client threshold set intersection scheme defined above is
secure under the DDH assumption, a secure PRF, and a secure AE scheme.

Proof. We only have to prove that the values k7 ;.1 can only be obtained if |S1N
S| > t, as the rest of the proof directly follows from Theorem |2| I Since the
values ki) ;1 are encrypted using an AE scheme using the key H (co), the values
are only know to the evaluator if it has the key H(cp) (under the assumption of
a secure AE scheme). The fact that ¢y (and hence H(cp)) can only be obtained
from the secret shares follows from the information-theoretic security of ssss if a
random polynomial fp was used. Note that the (¢ — 1)th degree polynomial is
random under the assumption of a secure PRF. Finally, using a similar argument
as in Theorem [2| we can show that, under the DDH assumption, f(kip j2)"*

v f(kip,j2)?* does not reveal any information about f(kip j2) if f(kip,j2)"* or
f(kip,j2)P*, respectively, is unknown. O

7 Multi-client Constructions for Set Intersections

While the 2C-FE constructions from Section [6] could be used in a multi-client
case, this would leak information about each pair of sets. For the same reason,
deterministic encryption cannot be used in secure MC-FE constructions, which
makes it much harder to develop efficient MC-FE schemes.

7.1 Multi-client Set Intersection Cardinality

We construct an MC-FE scheme for testing the set intersection using only a
hash function and secret sharing. The proposed scheme incurs no additional
leakage and is proven adaptive IND-secure. While our scheme has an evaluation
algorithm which does not rely on heavy cryptographic machinery and runs in
polynomial time (for a fixed number of clients n), it is not very efficient. The
running time of the evaluation algorithm grows in the product of the cardinality
of the individual clients’ set size. However, for relatively small sets or a small
number of clients this scheme might still be efficient enough to use in practice.

Setup(1*,n) — (pp,usky, ..., usk,). Let (g) = G be a group of prime order p
and let H: ZD x {0,1}* — G be a hash function. Create random shares of 0 by
picking o; 4% Z,, for all 2 < i < n, and setting o1 = — >, 0; (mod p). The
public parameters are pp = (H) and the clients’ keys usk; = (0;).
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Encrypt(usk;, ID,S;) — ctip;. For a client ¢ to encrypt its set S; using an
identifier ID € ZD, the client encrypts each set element x; € S; individually. It
outputs the set ctp; = { H(ID,z;) 7" | z; € S; }.

Eval(ctp,1,...,Ctin,n) = |Nie; Si|- For each n;tuple (Cip1s---sCom) € Clip1 X
- X Ctip n, the evaluator evaluates H?:l cp,; = 1. The evaluator outputs the
count for the number of times the expression above evaluates to TRUE.

We will prove the construction secure under selective corruptions, but we note
that it is also possible to achieve a proof under dynamic corruptions (although
less tight) by adapting the proofs from [SCR™11].

Theorem 4. The improved multi-client set intersection cardinality scheme de-
fined above is secure up to (n — 2) corruptions under the DDH assumption in the
random oracle model (ROM).

Proof. Let A be a p.p.t. adversary playing the adaptive IND-security game
for MC-FE. We will show how to use A as a distinguisher for a DDH tuple,
winning with a non-negligible advantage if A has a non-negligible advantage in
winning the security game.

Random Oracle On input of a tuple (ID, z;) the oracle checks if it has answered
the query before. If not, it picks a value Sip ., < Z,. Next, the challenger B

guesses whether the query is for the challenge ID. If so, the oracle outputs (gb)ﬁ SR

B,z ;

otherwise, it outputs ¢”">". If the guess turns out to be wrong later, B can

simply abort the game.

Corruptions The adversary A announces the set of uncorrupted and corrupted
clients, I and I, respectively.

Setup For i € I, the challenger B picks o; <% Z, and sends the values to the
adversary A. Let i’ € I, for i € I\ {i'}, B indirectly sets o; = a - «;, where

a; % Ly, by setting g7 = (¢g*)*. For 4/, it indirectly sets o,y = — Z#i, oi,
g =TT~ - Te")
iel i€l iti’

Query To answer an encryption query S; for an uncorrupted client i € I,
the challenger uses the oracle to obtain { B, | z; € S; } and construct the

ciphertext as ctp; = { (g‘”)ﬁ“"zf |z, €S }

Challenge Upon receiving the challenge sets { (S;,S7;) | 7 € [ } and an ID*
from the adversary, the challenger picks b <% {0,1}. The challenger returns the
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ciphertexts

Ctipe i = {H(g”)"”ﬂm*vw Jr e |y € s;jb} and

icl i€l i

Ctipx,; = {Taiﬁ‘[’*’za ‘ Tj € S;,b } for i # i

Note that if 7' = g, the ciphertext is distributed properly according the scheme.
If T €er G, the challenger returns a ciphertext of a randomly distributed set
element. So, the challenger B guesses that T' = ¢g® if A correctly guessed b’ = b
and otherwise, B guesses that T € G. O

We remark that while the security of the two-client schemes could be proven
in the standard model, our multi-client constructions can only be proven in
the ROM. The difference in the constructions is that in the two-client case, no
corruptions are taken place, and thus we can use a programmable PRF instead of
a programmable random oracle.

7.2 Efficient Multi-client Set Intersection Cardinality

A drawback of the multi-client set intersection cardinality scheme might be
that the computational complexity for the evaluator grows quickly in the total
number of set elements (i.e., [}, |S;|). To address this problem, we propose an
alternative scheme using Bloom filters. In this scheme, we first combine the Bloom
filter representation of every client’s set in the encrypted domain, resulting in an
encrypted Bloom filter representing the intersection of all clients’ sets. Next, the
evaluator uses the encrypted set elements of any client to determine the cardinality
of the intersection. This method used by the evaluator to determine the cardinality
of the intersection can be seen as computing |S; N (i, Si)| = |Ni—; Si|. The
theoretical efficiency of O(n + min]* ,|S;|) ciphertext operations is much better
than the other scheme. However, the proposed scheme is only secure if no
corruptions are taking place.

Setup(1*,n,m, k) — (pp,usky,...,usk,). Let (g) = G be a group of prime
order p and let BF be a specification for an (m, k) Bloom filter. Let ® = {¢,} be a
PRF ensemble for functions ¢, : {0,1}* — {0,1}Z* and let H: ZD x {0,1}* — G
be a hash function. Pick a PRF ¢ € ®. Additionally, pick for 1 < i < n,
values ¢; <¢ Z,, and define the n-degree polynomial f(z) = ¢,2™ + -+ + c1z over
the field F),. The public parameters are pp = (BF, ®, H) and the clients’ secret
keys are usk; = (d), f@), fln+ z)) for 1 < i < n. Note that every client receives
the same PRF ¢, but different secret shares f(i) and f(n + 7).

Encrypt(usk;, ID,S;) — (Ctip,ibsgs Ctip,i,s)- First, the client initializes the Bloom
filter to obtain bss. Next, it adds its encrypted set elements { ¢(z;) | z; € S; } to
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the Bloom filter. For each 1 < ¢ < m, the client sets r; ¢ <= Z,, if bsg[¢] = 0, and
r;,¢ = 0, otherwise. The client encrypts the Bloom filter for bss as the ordered
set

Ctpsg = {H(|D7g)f(i) gl | 1 Sﬁﬁm}.

Additionally, the client initializes a new bit string bs; for every set element z; € S;.
It encrypts each element z; and adds ¢(x;) to the Bloom filter for bs;. Let t;
denote the Hamming weight (¢.e., the number of 1s) of the resulting bit string bs;.
For the resulting bit string bs; pick 7; ;; <= Z, for 1 < ¢ < m. Additionally, set
Pijo <& Ly if bs;[¢] = 0, and p; j ¢ =t - ri ¢, otherwise. It encrypts the Bloom
filter for bs; as

cts, = ({ B (D, 0049 - gouse, s |1 < 0 < ).

Finally, the client outputs the ciphertext (ctbss7 { Clps; | z; €85 }) .

Eval(ctip,1,- .-, Ctin,n) — |, Si|- Since the clients’ ciphertext are encryptions
of the individual set elements, we can determine a client with the smallest
(encrypted) set. Let  be such a client. Now, for 1 < ¢ < m, compute the partial
Lagrange interpolation

n

A .
_ {1,...,n,n4+~},
ap = H (ctio,i bss(e)) B

i=1

Set d = 0. Next, to determine if an encrypted set element z; € S, (represented
by a tuple (ctip,4,bs,;;9"77**) € Ctip 4,s5) is in the intersection of all sets, check for
each 1 < /¢ <m, if

A n ? T i t A
{1,..., n,n+y},n+y : v,3,€\t5,¢" +v},n+y
(Ct|D7’Y7bsj [Z]) cQp = (g YJ’[) SEEL ot n

for values 1 <t;, < k. If the value t; , occurs t; , times for the values 1 < ¢ < m,
increase the value d by one.

After all encrypted set element z; € S, have been checked, output the
cardinality of the set intersection d.

Correctness To see that the above defined scheme is correct, observe that if
a set element x; € S; is in the intersection of all clients’ sets, the values r; ;
equal 0 for the same values of £ in the encrypted Bloom filters ctyp ; bss. Hence, by
using the Lagrange interpolation on these elements (corresponding to ay) together
with an encrypted Bloom filter for a single set element z; € S, (corresponding
to ctip,y,bs; ), We obtain H(ID, OF O griae B nntydnty = grid AL nntynty,
Now, note that we set p; ;o = t; - r; ;¢ if the bit string value bs;[¢] = 1. So, if
exactly ¢; bit string values in the set intersection are set to 1, we know that the
element is a member of the set intersection.
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Theorem 5. The improved multi-client set intersection cardinality scheme de-
fined above is secure without corruptions under the DDH assumption in the ROM.

Proof. We construct an algorithm that is able to break the DDH problem if a
p-p.t. adversary A has a non-negligible advantage in winning the game.

Random Oracle On input of a tuple (ID, £) the oracle checks if it has answered
the query before. If not, it picks a value Bip¢ = Z,. Next, the challenger B
guesses whether the query is for the challenge ID. If so, the oracle outputs (g?)%0-¢,
otherwise, it outputs g#o-¢. If the guess turns out to be wrong later, B can simply
abort the game.

Setup The challenger B receives the bbH tuple (g, g%, ¢, T) from the group G
of prime order p. It defines a PRF ensemble ® = {¢,} and the Bloom filter BF
according to the scheme. Pick for 1 < i < n, values ¢; <& Z,, and define the
n-degree polynomial f'(x) = ¢,2™ + - - - + c1x over the field F,. The challenger
uses f(z) = a- f'(z) to indirectly define the secret shares. Note that this still
allows B to compute g/ = (¢*)"®) for all values of z.

Query To answer an encryption query S; for a client i, the challenger uses the
oracle to obtain { B¢ | z; € S; } and construct the ciphertext as in the scheme,
but using H (1D, £)f @) = (ga)Po.cf" (@),

Challenge Upon receiving the challenge sets (S}, S;;) for 1 <4 < n and an ID*
from the adversary, the challenger picks b <* {0,1}. The challenger returns the
encryptions of the sets S, using the scheme’s encrypt algorithm, but replacing
H(ID*, 0)7®) by TPo=.ef () Note that if T = ¢, the ciphertext is distributed
properly according the scheme. If T' € g G, the challenger returns a ciphertext of
a randomly distributed set element. So, the challenger B guesses that 7' = g%°
if A correctly guessed b’ = b and otherwise, B guesses that T € G. O

To construct efficient multi-client functional encryption schemes for set oper-
ations that resist corruptions, we need to be able to check the membership of an
encrypted set element against the encrypted intersection of the clients’ sets. The
above construction fails to be secure against corruptions as it (partially) reveals
the individual bits in the bit string of a Bloom filter for a set element, i.e., the
adversary learns (part of) the bit string representation of the set element.

7.3 Multi-client Set Intersection

The set intersection can be computed using a notion similar to non-interactive
distributed encryption (DE) schemes [GH11; LHK14]. A DE scheme is charac-
terized by two distinctive features. Firstly, we have that multiple clients can
encrypt a plaintext under their own secret key. Secondly, if enough clients have
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encrypted the same plaintext, anyone can recover this plaintext from the clients’
ciphertexts.

We construct an MC-FE scheme for set intersection from a DE scheme.

Setup(1*,n) — (pp, usky, ..., usk,). Run DE.Gen(1*, n, n) to generate an n-OUT-
OF-n DE scheme defined by pp and obtain the encryption keys (usky, ..., usky,).

Encrypt(usk;, ID,S;) — ctip;. To encrypt the set S;, encrypt the identifier 1D
together with each set element x; € S; individually,

Clip,; = {DE.Enc(uskZ—, 1D || CEj) | T; € S; },

where ID has a fixed length (e.g., by applying padding). The algorithm’s output
is a random ordering of the set ctp ;.

Eval(ctp,1,...,Ctip,n) — (o Si- For each n-tuple (¢ip;1,...,¢Cp,n) € Ctip,1 X
- X Ctip,n, the evaluator uses DE.Comb(cpp1,...,cp,n) to obtain either the
message ID || x; or L. If the message starts with the expected ID, it adds z; to
the initially empty set R.
After evaluating all tuples, the evaluator outputs the set R.

Theorem 6. The multi-client set intersection scheme defined above is secure
under the security of the DE scheme.

Proof. For b € {0,1}, we consider for every set element x;, € J;c; S}, two cases:

iel
o if ;5 € (;c; Sipy )b i also contained in every client i’s set S;;_4;

o ifx;, & (;c; Siyp» there is at least one set Sy |, which does not contain x;p,
but an element ;15 & [);c; S (and hence ;15 & [;cr Si’ib) instead.
For the elements z; satisfying the first case, the adversary does not learn
anything about b since for every client ¢ we have that xz; € S7, and z; € §7;_,,
while |Sf,| = |8}, ;| (remember that the set elements are randomly ordered).
For the elements x;; satisfying the second case, we claim that the adversary
does not learn anything about b by the security of the DE scheme. To see this,
note that there exist at least two uncorrupted clients, with at least one client
which did not encrypt the plaintext ID* || ;. Observe that the security of the
DE scheme gives us that one cannot distinguish an encryption of a plaintext mg
from an encryption of a plaintext m; as long as at most ¢ — 1 uncorrupted
clients have encrypted the same plaintext. Combined with the fact that in
our scheme we have set ¢ = n and the fact that we know that at least one
uncorrupted client did not encrypt the message ID* || 25 and also that at least
one uncorrupted client did not encrypt the message ID* || z;1—5, we know that
the encryption of the message ID* || x; is indistinguishable from the encryption
of the message ID* || x;1_. O
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Figure 2: Evaluations for determining the cardinality (CA); set intersection (Sl);
and cardinality (Th-CA) and set intersection (Th-SI) in the threshold scheme.

To improve efficiency, we can combine the above multi-client set intersection
scheme with the efficient multi-client set intersection cardinality scheme. The
construction for determining the cardinality can be used first to identify which
ciphertext elements correspond to set elements that are in the set intersection.
Next, we only have to use the evaluation algorithm of the multi-client set
intersection scheme on these elements from which we know that they belong to
the set intersection.

8 Evaluation

We created proof-of-concept implementationsﬂ of the proposed 2C-FE schemes and
the two MC-FE schemes for determining the cardinality of the intersection. The
implementations are done in Python using the Charm library at a 128 bit security
level. The evaluations are done on a commodity laptop (i5-4210UQ1.7GHz, 8 GB
RAM) using only a single core. In Figure [2[ we show the time it took to run Eval
on encrypted sets of varying sizes. Each client encrypted a set of the same size
and had 10% of their set in common with the other clients.

We see that the 2C-FE constructions can be evaluated in under a second,
even for sets of 100 thousand elements in size. A lower bound of the timings
is given by the 2C-FE cardinality scheme, CA, since it uses the same built-in
Python algorithm that is used on plaintext data. The MC-FE constructions are
polynomial in the set sizes. We evaluated the Bloom filter (BF) construction with
a worst-case false positive rate of 0.001. While it scales linear for fixed Bloom

! Available at https://github.com/CRIPTIM/nipsil
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filter sizes, the length of the bit strings have to increase linearly for larger sets,
resulting in quadratic efficiency of the Eval algorithm.

9 Conclusion

We initiated the study of non-interactive two-client functional encryption (2C-FE)
and multi-client functional encryption (MC-FE) schemes for set intersection. We
show that very efficient 2C-FE schemes can be constructed for set intersection and
related set operations. Additionally, the problem of constructing non-interactive
set intersection schemes for three or more clients is addressed by our MC-FE
schemes from a theoretical perspective. Finally, we show the practicability of the
proposed schemes using proof-of-concept implementations.
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